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Top 5 Challenges Implementing the Data Protection Act 

It’s the law.  All businesses registered in the United Kingdom must meet or exceed the 

Principles established in the U.K Data Protection Act (DPA).  Businesses of all sizes 

however, frequently have a difficult time implementing the controls required to comply 

with this legislation.  The law is comprised of 8 Privacy Principles which lack precise 

definition, are subject to interpretation and can be costly to implement.  You need to 

get it right the first time. 

The following 5 requirements present the biggest challenges but if you get them right 

– they form the foundation of your compliance program and significantly reduce the 

risk of a breach. 

Classification Scheme:  It all starts here.  How does your business differentiate 

between “Personal” and “Personal Sensitive” data?  You must establish a business-

specific classification guide providing specific definitions for data classifications, so it 

can be identified, marked and protected accordingly. 

Data Retention Policy:  Data subject to the DPA must not be kept for longer than is 

necessary.  How long is this?  Your business needs to define what period is 

“necessary”.  You must create a formal policy stating what specific data is kept for 

what specific reason and for what specific period.  A formal policy will also highlight 

the liability issues associated with your business storing sensitive data. 

Privacy Impact Assessments:  A key document in your program.  By creating a 

simple checklist to use when assessing whether current operations or a new project 

will impact the privacy of subjects whose data you’re processing.  The process also 

serves as an effective security awareness tool reinforcing the importance of privacy to 

stakeholders.  Templates are available from the Information Commissioner’s Office 

website: www.ico.org.uk. 

Subject Access Requests:  All data subjects have the right to access information 

you hold about them.  Can you provide this?  The challenge is not creating the form, 

its establishing the business process associated with providing this data in a timely 

and cost-effective 

 manner.  The bigger the business, the harder the challenge. 

Cloud Deployments:  The DPA specifies that Personal data must not be transferred 

outside of the European Union without adequate protection.  How do you ensure this 

http://www.ico.org.uk/
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if you are using a cloud platform or a business application deployed in the cloud (such 

as Sales Force)?  Before committing to cloud computing, you must address this 

problem.  Cloud service providers are aware of this requirement and you should work 

with them specifying required controls and liability in service level agreements. 

Data protection is not only the law it’s the right thing to do.  Never forget that the data 

your business, processes, stores and transmits every day is information about 

someone’s life.  Ensure that your business protects this data to a standard that you 

would want a business to protect your personal information. 

 

Hope that helps. If you have any questions don’t hesitate to contact us at 0800 978 
8139 or send us an enquiry via our contact form. 
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