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The Art of Conducting Information Risk Assessments 

The availability, integrity and security of our data are paramount to survival in today’s 

business world. It doesn’t matter if you are eBay or smallbusiness.com – your share price or 

amount of on-line orders are directly linked to your ability to protect your business’s data. 

Too many of us learn this truth – too late. 

Information security has become a real and complex issue for businesses today as 

managers have painfully learned that one size does not fit all in the world of information 

security, since unfortunately every business has its own unique set of challenges to address. 

This fact has left us frustrated, feeling empty, hungry for answers and more than a little 

betrayed by the charlatan who sold us our first firewall. 

This article is intended to offer baseline guidance to identifying, quantifying and addressing 

the security risks to your business information.  Conducting an information security risk 

assessment is not a science.  It is an art.  What follows then, is some basic techniques in 

that art. 

The Threats 

There are countless technical threats to your information out there. The bad news is that the 

threats are growing exponentially. The good news is that there are literally hundreds of 

professional organisations out there keeping track of them that you can use. 

Perhaps the greatest overall threat to the internet today is the abysmal state of security of so 

many of the systems connected to it. The widespread use of off the shelf software means 

that once hole is discovered, it renders literally millions of machines vulnerable and we are, 

as they say, “only as strong as our weakest link”. 

A lack of security expertise in most internet users means that vendor security patches to 

remove the vulnerabilities will not be applied promptly, if at all.  As a result, systems with un-

patched vulnerabilities can be easily compromised, in large numbers, by attackers, who then 

use these systems as launching points to concentrate an attack against better-protected 

systems and (or) to hide their tracks. 

The vulnerabilities are being exploited through automated software tools constantly sniffing, 

scanning and infiltrating our networks. We face a virtual robotic army of threats. Does your 

company understand the threat in these terms?  

Understanding the most significant threats to your network is essential for setting priorities 

and establishing a security baseline for your network.  One of the better lists of threats I have 

seen the 20 Most Critical Internet Security Vulnerabilities list published by SANS: 

www.sans.org.   

http://www.sans.org/
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The Risks 

Once you understand the basic threats out there, you must then evaluate them against your 

company’s priorities.  Can you answer the following three questions? 

• What information are you trying to protect? 

• Where is it located? 

• Why are you trying to protect it? 

Do you yourself know the answers to these questions?  Does your management? Do your 

employees? Have you written them down?  Do you have a definition of the information that; 

if you lost it, would cause your company harm?  Do you know how much harm?  Is it 

financial, business strategy, intellectual property, design or manufacturing information? 

If you were the victim of a denial of service attack tomorrow, do you know how much your 

company stands to lose?  How much could your company lose due to network downtime per 

hour/day? Do you know your potential repair and legal costs? Can you calculate the damage 

to you commercial reputation?  Knowing what you have is the first step to risk assessment. 

Conducting an inventory on your critical ICT systems and components allows for the 

calculation of the three components of risk: threat, vulnerability and cost.  Risk is generally 

expressed as the following equation: 

Risk = Threat x Vulnerability x Cost 

The definitions of the components of this risk equation are: 

• Threat: anything negative that could happen to your network. 

• Vulnerability: the estimated likelihood that the threat will actually occur. 

• Cost: the estimated financial value of the loss if the vulnerability occurred. 

Conducting a risk assessment is generally believed to be a complex and sophisticated 

science. Not true.  The core concept is quite simple and best illustrated in the following 

diagram:  
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Using this methodology, identify a specific threat to your network (say port scanning) then, 

based upon existing technical and operational conditions, estimate the associated likelihood 

of occurrence (high) and the estimated impact it would have on your systems (low). 

Consequently, the threat of scanning while high would fall in the category of minimal concern 

to your organisation and hence should be addressed as such.  Now try this with the denial of 

service, virus and other CERT listed threats and your roadmap starts to become clear.  

Without risk assessment, the threats can and will seem overwhelming; and overwhelmed 

businesses generally resort to one of three strategies: throw too much money at the 

problem, throw too little money at the problem or do nothing at all. 

It should also be understood that risk assessment and management is an ongoing process. 

The risk assessment you conducted today will be very different from the risk assessment 

you conduct next year. The reasoning should be obvious: both business and IT must 

constantly change to meet operational demands. The evolutionary nature of security threats 

is no different – it will follow the changes in ICT.  A seasoned information security 

professional understands and accepts this cycle of change. 

The Journey 

Computer security is an oxymoron. There simply is no such thing as a secure computer or 

network. The only secure computer is the one still in the box from the vendor. Once you take 

it out of the box, plug it in and turn it on, the game begins. The object of the game is to 

identify, minimise and mange the security risks associated with the technology you are 

using. 

Unfortunately, you can never ensure the absolute security of any information technology. If 

technology and threats were static then vulnerabilities could be fixed and the associated 

risks could be mitigated. But unfortunately this is just not the case. The reality of information 

security is that there are no absolutes. No guarantees. No killer apps. No silver bullets. No 

true state of total security. 
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The true information security professional knows that the very best you can do is get up 

everyday and continue to identify, minimise and manage the threat as you see it and this can 

only be achieved through the art of conducting information security assessments. 


